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L INFOTEC

ACinfotec is Thailand's leading expert provider of services,

solutions and consultation for IT governance,

compliance management

Our expertise and client base spans all major industries. We

risk and
based on various well-known
international standards, best practices and regulations.
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regularly provide services to leading organization across the

financial, technology, telecommunication, healthcare, insurance,
energy. and manufacturing sectors.
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Consulting
Provide expert advice to
help client implementing
1SO 27001, 1SO 20000, 1SO
22301, CMMI and various
international standards and
best practices.

Assessment
Provide assessment services to
help client understand risks
and regulatory compliance

@ ACInfotec 2017issues as well as actionable

items for improvement
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“Driving Business Excellence”

Training
Deliver international
recognized IT training
courses to meet and
exceed organizational
training requirements

Solutions

Provide IT standard driven,
world-class solutions that
can help client to optimize
their IT operations and
processes.
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2016 is the Year of Security Breaches
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Yahoo!

Yahoo! Mail! Hack!

500 Million + 1 Billion accounts compromised!!!

@ AClInfotec 2017 5

Hacking of The Democrat & Hilary’s Presidential Campaign

The leaking of more than 19,000
emails of the Democratic National
Committee (DNC).

the hack was conducted by two
groups of hackers. They indicate

that the first one is likely linked to
FSB, Russia’s federal security
service and the second to military
intelligence.

@ AClInfotec 2017 6
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Health Insurance Companies are Prime Targets for Hackers

Number Of People Affected By Major Hacks
Number Affected

a Sony Pictures 6,000
W
™ e o Sally Beauty 25,000
Neiman Marcus |1,100,000
" = ) Michaels Stores |3,000,000
‘ ‘ :’ ’ Community Health Systems [ 4,500,000
P.F.Chang's l 7,000,000

Home Depot [ 56,000,000
Target | 70,000,000
J.P.Morgan _ 76,000,000
Anthem (potentially) ||} B 80,000,000

Excellt..

Health Insurer

HACKED

145,000,000

WEFORUM: Global Risk Landscape 2016

*

Fishus of cimete-change

Cyber attacks are among Top 10 Risks
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Security Landscape — The Changing Perspective!

+ 1995 - 2010: Focus on Firewalls & Anti-virus —
based on defense-in-depth security models
(castles & moats)

.......Protection @ “Speed of Sound” (Space)

* 2010 — 2025: Focus on Adaptive and Self-
Organizing “Cyber” Tools — based on Temporal
Models (Al & Machine Learning)

....... Defending @

@ AClInfotec 2017 9

Current Cyber Security Landscape

» Convergence of Physical & Cyber Security Operations
* “Cyber” migrates from IT Dept to the Board: C-Suite
* Global Real-Time Targeted Cyber Attacks — 24/7

 Transition from 20""C Tools (Firewalls & Anti-virus) to
“Smart” 215C Tools (Al & Machine Learning)

* Emergence of Enterprise “Internet of Things”
» Evolution of Smart Devices, Cities, Economy & Society
» Dramatic increase in Cyber Crime & Cyber Terrorism

@ AClInfotec 2017 10
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Cyber-Physical Threat Scenarios

* Physical “Penetration”: Operations Perimeter penetrated to allow
theft or corruption of Cyber Information / IT Databases and

Confidential Plans

* Cyber “Hack”: Malicious changes to Cyber Access Controls & IT
Databases to allow Criminals/Terrorists to enter Target Facilities
(such as Military Bases, Banking HQ, Telco/Mobile Network

Operations)

« Convergent Threats — Criminals/Terrorists will attack at the weakest
links which in the 215tC will be BOTH Cyber Network and Physical

Premise

Cyber Attacks are now fully industrialized with Malicious
Code “Kits” & Botnets for sale “by the hour” on the DARKNET

@ AClInfotec 2017 11
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i'm swipin' it
WALLET CART
$0.00 0

BROWSE DUMPS
WHOLESALE
ACCOUNT
CHECKER

SUPPORT

Sneak Peek of “What's” under the DARKNET

Account

Orders

* Checks price: $0.2

* Citibank i

* Maestro

10

ents
l All countries 4 Allstates :I I Anyt. # “
Card br: ega c i~
* Dumps from packs are not refundable
s c
4 | records per page
Exp. date Code ~ Name Checker

Track 2

No data av:

Showing 0 10 0 of 0 entries

is c

ailable in table

Search by location

Payment: Wallet Cart

Country State ~ Zip  Brand ~ Type  Category
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= WIEERE.co.uK
Hackers cause electricity 'blackout’ in
Ukraine

MALWARE / 05 JANUARY 16 / by MATT BURGESS

240 shares
0O comments

This Ransomware Malware Could Poison Your Water Supply
If Not Paid

9 Thursday, February 16, 2017 & Swati Khandelwal

WARNING

2/24/17
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Special Report from RSA 2017

RSAConference 201
AGENDA AT A GLANCE

Photo: Mathew Schwartz

@ AClInfotec 2017

1. Mirai Botnet Pwns in 60 Seconds

158.237 -> 14.168.123.233 TELKET 57 Teloet bata .
49055 3031650 2460185, 158.237 > 14.166.123. 233 TELNET 55 Telmt bata ..
58133 887954717 146.185.158:237 -> 14.165.123.233 TELNET S8 Telnot Data ..
b L S B SH SR ECER7 1064 146.185.158.237 > 14.168.123. 233 TELNET 59 Telnet Dat:
Disguised as DVR.on an open netwol 3 2
& 481518588 146.185.158.237 ~> 14.168.123.233 TELKET S5 Telnet Dats ..

Time to compromise in the wild?

————— S . e e
“reo Pythen WTPoL.py ~v miral_conf.json 7 +
HoneyTelnet], INFO HTPOT.py:126 Setup syslog with paraseters: IR:127.6.8.1, PORT:S555, PROTOCOL:UDP SESSIOH Tlmer
0 [HoneyTelnet] INEQINTPot.py:131 Listening on 13,

2017-01-06 15:?: s: (HoneyTelnet] INFO HTFOT.py:76 logon credentials used: user:root pass:fuantech 00:01:03.854

2017-01-06 10:51 (HoneyTelnct] DEBUGI HIFOT.
2017-01-06 10:51:19.643 [HoneyTelnet] INFO HiFot.py:76 logon credentials used: userzroot pass:admin

88 sessfon started

2017-61-66 1644 [HoneyTelnes] DEBUG HTPot. session started

2017-61-86 +633 [HoneyTelnes] DEBUG WTPOT.pY:S58 14.168.123.233 executed: M
2017-61-06 +634_[HoneySyslog] DEBUG MTPot.py:S2 14.168.123.231 executed: HK
2017-61-86 10: [HoneyTelnet] DEBUG WTPot.py:36 Respencirg:

Demonstration of Mirai honeypot via Intel Security's Chris Young. (All photos: Mathew Schwartz)

@ AClInfotec 2017 16
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2. Governments Should Hack First

@ AClInfotec 2017 17

3. Segment Your Backup Environment

Left to right: Mandiant's Robert Wallace and Charles Carmakal.

@ AClInfotec 2017




4. Watch For Fakers

Empty Extortion Attempts  Fake Lizard Squad

From: LZ Security <sec@Izqsec.com> &
Subject: DDoS Attack Imminent - Important information
PLEASE FORWARD THIS EMAIL TO SOMECNE IN YOUR COMPANY WHO IS ALLOWED TO MAKE IMPORTANT DI
We are the Lizard Squad and we have chosen your website/network as target for our next DDoS attack.

Please perform a google search for "Lizard Squad DDoS" to have a look at some of our previous "work”. All efynuumxi' e
attacked on Tuesday June 3. Vi)

How do | stop this? We are willing to refrain from attacking your servers for a small fee. The current fee is 5 Bitcoins (BTC). The fee will
increase by 5 Bitcoins for each day that has passed without payment.

Please send the bitcoin to the following Bitcoin address: [REDACTED]. Once you have paid we will automatically get informed that it
was your payment. :

How do | get Bitcoins? You can easily buy bitcoins via several websites or even offline from a Bitcoin-ATM. We suggest to start
with lecalbitcoins.com or do a google search. v

This is not a hoax, do not reply to this email, don't try to reason or negotiate, we will not read any replies. Once have we won't
start the attack and you will never hear from us again! b = Pt

FanpianT

AFireEye: Comgany

Sample of extortion note received by a Mandiant client

@ AClInfotec 2017

DDoS Simulation / Cyber Drill Testing

Detect
Evaluate Security Incident Response Plan

Response
Evaluate the capability of people to respond and recover
from cyber security incidents R
ecover

Evaluate effectiveness of cyber security solutions / tools

Improve plan, process and control

\ ._.p o = ~
>
w Prevent Breach Assume Breach

Threat model =
.
= = Centralized security monitors
Security testing
Security development lifecycle

Live site penetration testing

@ AClInfotec 2017 20
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5. DIY Ransomware

1PKy 1 ACLatd Tckq DwidgCACY xcarga

| made a payment. now give me back my files!

@ AClInfotec 2017 21

6. loT Regulation Required

ie RSCfere%

o]

RSAConference 10

San Francisco ! ™ | ary 13-17 | Mosccne

@ AClInfotec 2017 22
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Summary of 2017 Cyber Threat Landscape

» Advanced Threats Targeting the Cloud

* Evolution of Ransomware: Changing Data and Destroying Backups
+ GDPR Compliance Approaching

* Increased Demand for Cyber Insurance
* Shadow IT

» Cyber Espionage and Warfare

* Dronejacking

* loT Malware

= Hacktivists exposing privacy issues

&l il

What the new
EU GDPR
means in 1 minute

The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here's what it means for your business:

Tough penalties:

fines of U The regulation also applies to non-EU

companies that process personal data
4% of annual global of individuals in the EU.
rever

€20 million 5 !{

persanal
RV
T

2017 Cyber Security Trends in Thailand
s @

- Cyber security regulations improvement ~ 4p o LI NAG [T

ﬁF I- i__‘ ISO/IEC 27001

* More demand for cyber security skills @ @

19 ﬂ'i’é)ﬂ@:I‘i!!
sdefe_wazemail

« Attackers will become more bolder, more commercial
and less traceable 40pSingiecatenay

* Breaches will get more complicated and harder to beat Ilghm

@ AClInfotec 2017 24
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£ Avanmunsluvaslulagiiukazeunan (Security Landscape of 2017 and Beyond)
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AQUUILALALIYaIR “gInssunnaldnnsaiing”

@awistAauaviu Cyber Security

E-
WAL’

Main Law Supporting Laws Regulations

© ACinfotec 2017 | www.acinfotec.com Page 26
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' v

wwrNAgIuaviy Cyber Security uargsiaseiiusie

- UsenAAMUENITUNITRINTIUNN
Wi NMLABMsuuLYaensis lunnsg aidnnsailnd 13as A1nIgNNS

Yingsnssunvdidnnsaing FnwAmnuliuavlaanfuauagLIy
2544,/ 2551 WA, 2653 AaruimnAnIEnsuLulaaniy
W.el. 2655

., E-Commerce Law 1
WSLLMMEFINITUNNDIEANsailng

Main Law Supporting Laws Regulations
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Digital Insurance

of coniunners wodwide Almost half of insurers say they do not have
say they will use a digital a realistic plan for a digital fransition

channel for insurance inferactions O And about 60% are missing key elements, such
over the next few years #/ ~ asaclear vision or compliance and risk processes

Insurers also expecf
Dﬁmmmwﬂu a
Moce digital after purchase
ﬁ 7% increase in customers’ use
o&d.g itol for ahter-purchase inquiries
and servicing

An omnichannel soles and distribution model
.- Less contact center use
Opned ot e i 3 i IO
by enabling selfservice and digializing claims ﬁ of contoct centers
‘management

covering the full customer journey

ol liod ] Shorter product development
hhﬁ-hm.:nm bpdy. I' poo A decrease in product
alll CHET]  development time, from 11 months
Wl ll]  107.4 months

Tochnology acivated as an encble of digiol .

x o More auto-underwriting
digital invesiments ﬁ E and auto-adjudication

20 percentage point rise in
- share of business that is automatically
B An innovation-ready organization through underwritien and claims that are
e e ‘( systematic change management automatically decided using software
_aSource: Global digita BN chmark repord
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Related Entities

g Finance
Goods & Services
Suppliers e Companies

Financial
Intermediaries

+ Clearinghouses
+ Exchanges
* Other

Product ‘
Providers

Channels Customers

@ AClInfotec 2017 35

Cyber Threats for Digital Insurance — Sample Cases

Case 1 - Hackers steal personal data about customers

» Cyber-criminals breached the company database and stole information of
more than one million customers and sales prospects, including national
IDs, house registration, driving license, etc.

Case 2 - Even small breaches can have a meaningful impact and require
corrective action

* The attack targeted company employees with e-mails containing malware
that could capture confidential data such as bank account numbers, national
IDs, user accounts/logins, passwords and credit card numbers. Hackers
used this information to compromise several servers, including servers used
by employees to remotely access the company’s IT systems.

Case 3 - Targeted insurer accused for failing to comply with PCI DSS

» Attackers exploited vulnerable software on the company’s servers and stole
payment card information for more than 93,000 customers, including
names, addresses and unencrypted card security codes.

@ AClInfotec 2017 36
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Cyber Security Regulations for Insurance Industry Around the World

Germany Cyber

( Law
|HCF€35I“8.fOCU5 on ‘ Critical Infrastructure
Cyber Security Threats Protection, fines up to

100,000 Euro

7 AL
A PO e T
. genausziunt Goe wan.

W
‘E.\\‘\\‘F—U N 5 Usziudy mamugue
f = S NANCTg
European Cyber 9,
NIAC =S, B
Principles for Effective NIS directive identifying
Cybersecurity operators of essential

| Reaulaton services, including
nsuranc? TR Insurance Sector
Guidance

5
ussgdhleziude uaznis
it neld3En1sn1e
nd WA..

ARPA

Insurance industry
preparedness for
Cyber Attack
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OIC Regulations for Digital Insurance
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OIC Regulations for Digital Insurance — More Points to Concern

" e 2 1o 13 madedeyaliidim s fosameilate o
Bidnusofindfidefioldmungyanaindegsnssuma
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OIC Regulations for Digital Insurance — Challenges

Scope of Compliance

Many cover huge number of applications

Time

180 days may be too short in the case of updating

applications (e.g. for digital signature or heighten security)

Third Party Service Provider

Manage third party compliance also very difficult.
In this case, selecting ISO 27001 certified service

provider will help ensure compliance

@ AClInfotec 2017

Independent Auditors

Do they have required skills and experience?

Are they reliable?
How much liability?

40
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P Define Scope

Evaluate yourself and see what will be
the scope of compliance

Information, Hardware, Software,
Personnel, Location, 3 Party Service
Provider, Partner

w Implement Controls

Implement required security controls and
processes. This includes: security &
privacy policies, digital signatures,
technical controls, physical controls,
training & awareness, etc.

Assess Current State

Conduct gap analysis to assess current
security controls and processes against

the requirements

Engage independent auditor to perform
audit. Better to hire auditor from trusted

Perform Audit

sources rather than freelance auditor

@ AClnfotec 2017

OIC Regulations for Digital Insurance - Recommended Steps

Develop plan for compliance and define
required resources and budget

Develop Plan

Stay Compliance

Managing changes and updating related
processes and controls. Maintain
awareness of employees and perform
audit annually

41
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£ Aeqnanamndluivesludagiunazeuan (Security Landscape of 2017 and Beyond)

X v o o d o 1Y & o
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Recommended Cyber Security Related Standards

+ IS0 27001 & ISO 27002 --> information security

« ISO 27015 --> information security for financial & insurance sectors
* |SO 27032 --> cyber security

» ISO 27017 --> cloud security

* |SO 27018 --> cloud privacy

» CSA STAR --> cloud security

» NIST CSF --> cyber security

* UK Cyber Resilient --> cyber security

¢« AIRsgIUNISSNEIAMMIuAlaaafduavssuLdIsAUMARINAISNIsLULLAaRd
W.#. 2555 (MICT) --> information security

© wwInINsUsEliunassunsinEANILAYAB AR UFISEUNARINABAS
wuulaaadalussauiaseasa (OIC) --> information security
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ISO 27001 is Commonly Used as a Basis for Laws & Regulations

ISO 27001 could bridge the regulatory divide,

expert says
Karen Worstell, former CISO at Microsoft and AT&T PREMIUM CONTENT
B Srmomer Wireless, now on the advisory board of Neupart A/S, New Ezine: CW ASEAN
in M explains how ISO 27001 can be used to help companies Read about the
comply with a variety of regulations and standards m s e
Using ISO 27000 to comply with Data Protection .
Act principles

The seventh data protection principle within the 1998
Data Protection Act calls organizations to use

“appropriate" technical measures to safeguard personal How to future-proof your network
information and to have regard for “the state of = :‘” or
technological development." So what does that mean P ( cks and
exactly? Stewart Room decides if you need state-of-the provio

performance
art technology, or just the tools that will get the job

done.

Stewart Room PREMIUM CONTENT
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Common Concepts Across All Standards & Best Practices

They are all based on risks & controls

Assess Rislc Sellect Controls

@ AClInfotec 2017 49

Common Concepts Across All Standzrds & Best Practices

Manage compliance using policy & audit

{ll il ol il il il

Information Security Internall Audit
Policies and Proceduies Exterinal Audit
Continuous Monitoring
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Common Concepts Across All Standards & Best Practices

Top Management Oversees and Manages Security Risks

Provide direction t l—" i Analyze security requirements
Provide resources 4 ,\oQ é(\e“ k Implement security controls
Set policy 4 > k Enforce policy
Receive feedback $° Provide feedback
| (2 |
Verify compliance “3;) %) ' Comply with policy
Provide feedback % ‘9// / Provide feedback
C’O;}
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Common Concepts Across All Standards & Best Practices

Continual improvement

|

15

People Process Technology
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THANK YOU
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For more information, contact: ACinfotec Consulting Services

[:4_3-—' 02-670-8980-3 | services@acinfotec.com | www.acinfotec.com

Consulting Training Assessment Solutions

AT INFOTEC > DRIVING BUSINESS EXCELLENCE
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