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Several bitcoin mining pools and Attackers blackmailed a bitcoin mining
operations are targeted by DDoS platform threatening DDoS attacks
attacks over several days. The unless the owner paid a substantial
axtortionist group DD4BC ransom. The ensuing attacks caused
suspected to be behind the attacks. a disruption to service
March204 June 2014 ch2015
Service at an online project After refusing to pay a ransom, Multiple organizations
management website was a real estate website was impacted in Switzerland, Naw
disrupted as attackers by a large scale DDoS attack which Zoaland and Australia are
attempted to extort the interrupted service over a period the target o DDoS attacks
owner. The company did of several days. carried out by DD4BC.
not give in to the ransom. ‘ —
o .
- 1 o )
i An online dating site was told to pay k
EXtortl on b!-;l a ransom before getting knockad Two of the Iargest banks in Hong lfong are
offline for five hours by a DDoS attack. targetad with DDoS attacks which wero
D D O S The sit did not pay the ransom and then followed by the receipt of a note

was able to mitigate the attack. demanding payment.
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Phishing / Web defacement
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sapanuarivsdmiafauizaniuiadusiansulasiona
(daovan=aiivulu Kasikorn Bank

+{58] [0 [l ]
=

i 1 Y i
I feh> N % kRS A
- LR DEEEE AMe. VN LRM U BB e S Al DOES~BC -5
From: “Kasikorn Bank Plc" <e-alert@kasinkornbank.com> 6 8
To: < com> s NS:NSILANNBEMS
Sent: 4 nuniug 2553 1:25 R Minisky Q

LU o | Joueenameriun | Eumesoodoy

Subject: New Security Message From Kasikorn Bank Plc

*
Hacked by Gleich 21 TToemg

In the last fews weecks, our Online Banking Security
team has observed multiple logon attempts on your \lou
internet banking account from different blacklisted IP's.
For your safety we have decided to suspend your access. 1mnh~ ,"

You will need to verify your identity by. mﬁﬂﬁﬁmn.nﬁ

nymagaindedia gilogdbbuduannaneil »
sy Siloht M

Customer Service

KASIKORNBANK Pic.
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Internet Fraud - Phishing 2.0

Feb - Jun 2015
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Fake Internet 6,3 ¢ o
Banking o)) < . 5 o
- @ g anfanlunsRunaae °
v/\v =% : uaglddoaya Username
-~ ) uaz suakulunin
A Phishing
Rl R BTG, e f3eannzitoulawu
wazas e wa Tndidesfudavas
Phishing da1UUNI5RY

Yy v
ﬁdiﬁﬂa\ﬂm‘lﬁmﬂ‘wuﬂ
e Phishing #l#u3nns

Search Engine

>
v.1 #51ededma Phishing
waanaegnAvasanty

A5HY
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Phishing Case Study

/ @ K-Cyber

&« d

GOUSIE k cyber ) n

Web Videos Images Maps News Mare = Search tools

About 55,900,000 results (0.46 seconds)

K-Cyber Service @
_kasikornbankgroup_ruf i
Online 518 Gccount Web Access

B Phishing on Internet

wanc kasikornbankgroup.ru/K - e/login.jsp ’ Adve rti s i ng

P = —nanendEnsing F s YEORS
swIAInEnsing - i i i Join:
§ 1812 KASIKORNEANK ‘ 3
) |

% Abuse contact for '18 HOSt on LatVia 5!

inetnum:
netname:

descr:

country:

org:

‘!HI!
=

~

URL: kasikornbankgroup.ru, first found: 6/3/58
ey URL: kasikorn.ru, first found : 13/3/58
URL : kasikornonline.ru, first found : 15/3/58

P

Fuudsdds
o

Sulpeinuised

T Trskavdi Rl Dk
o R,
1A maalala

160.0/23 -= 91.224.160.79

Search

193.165. 24 83.105.240.255 Host on Netherland
TONOWE

Si# Vps Hosting
0ORG-STA35-RIPE Location Metherlands (NL)

Registry ripe

Description Berdts
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Malware stealing Bank OTP

Feb 2013 Requires

Shown as a a password

legitimate app Sends user’s

Info via SMS
to the attacker

Downloaded g Pass: XXX
outside e R
Google Play
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A remote control Trojan for OTP Interception

il AIS B 15:43 58% "
> - T .—- R ot l . &>
e : : K lauR denndaLtn
Call | FaceTime | Add Contact NATUALLAS D IUD
i i : o T, AMace: -‘_.IVI ; ; !
Lﬂ%aﬁ“uaﬂnﬂga ........... S SRR O Taxt MESSAGe =-wrmrmwmsrmrms SR

-
17 ii.8. 2556, 15:24 L1igl®

MOUSUNS

AUAN [ yes we are )

/ Oh ok )

, . Lmessage test 1234. ]
LASDIVD LN DEHS F:+66815

i SMS lasUlU

Tvinuellaum /Ehno )
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Watering Hole/Multi Stage & e-banking Trojan

May 2013

i~ & oo e
=

= a <
wigalaiufy e

o ¢ o o A v 9w .
Aawasvineudiamdadnlyenu e-banking

v 8 A &
DNGOITEY iansanfng. '
UAKIIPNAAAIUY Tnguslelalwnnizaan1suanlusunsy
o 4 = a 4
G \ATDIABUNILADS

. antivirus UuInsAnNNlone
Wigalnganluaif

y HEAN ° flaindeRdnfaszuy e-banking tavlue
WidonadLtauazinfg S L))
g RuaananUaydinee

Antivirus Uasuvinlvignulug

SMS #ildluszuu e-banking

o
S
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eBanking Fraud : eBanking Trojan

Jan 2014

witegnuaanlvisulnadauas

Jlaindefudevaringy
4 o/ ¢ =
waslnsAwnsidiafovas

Wiga Ly

o

daudsivaudauazdedoya

NAUN189 C&C (A329UBILEN
o‘) 1 £73 K l

1na3) Wu Yaua Keylogger

Wudiu
https://online.kasikorn[Enter] e o o aw
Hlinisfldnds2uU e-Banking A28 U lY91U
myUsername[Tab]myPassword y > . AR
vasmdalag SMS dudunislaudugndeluds

[Enter]..
s ey A -4
: Insdnndatiovasuaninasunu
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Android SMS Trojan wa4.apk

, SomrUoE BWUIGUIGA @ThalCERT

Aug 2014

Countries

@ s:30N¢g Ualoslu Android (1190.apk, SUNSU.apk)

UWSNSDNEYAUNMSED SMS

wWidonuorognulue OTP Yoos:uu E-Banking 1aruf

26 Aug - http://g00.¢l/pbS3Tj
et 25 Aug - http://g00.g/INFLXN
¥ 23 Aug - http://goo.gl/AJTT73
22 Aug - http://go0o0.gl/YzeUVx
21 Aug - http://g00.¢l/q87XnM
13 Aug - http://go0.gl/WhVvXT

12 Aug - http://go00.¢l/NPD8sd

v
0 N 45,875

Malware laufg{l¥e1u Android WWsn3£18N19 SMS Ala81etandu “dandu “(JedAnsalu
Tnsdwni), wdslinsrumsdndavasnns http://g0o.gVNPD8sd” wazdinduaansalunisaulueg OTP
UVBISUIANT
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N1571191UVB9N a5 Wad.apk wag Sunsau.apk

@:} Dropbox

linlefdunanuay

nanTuURs1e U

-

usmsenlna

- i3d
- Global Layer

% —~ SMS &
e ﬁq’ﬂ%’wmﬁaummau‘maﬂ Phone Book

LAUNAATUNIRARNT UL
° LAUNWALATUIZLIUAN SMS

uazeadayaludadsmnes

nsenvidlone

VRIglin IR

http://go00.gl/xyz

e glaindefds SMS wiaufiuuuy

URL #lsianaulvanuwaunaLadu

, fanand lUaesly
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A18819 SMS naanaenilylasu

eseee TH GSM E 12:02 O 81% [ 4

€ Messages Contact 23 Dropbox

Text Message
quil 11:17

sunsu lunsaniivafvasnn

Jv.apk
http://g00.gl/q87XnM S~——, ago - 260.22 KB

@014 SMS naonarele il lnansiawrs
u¥A9NUN ;- http://pantip.com/topic/324580183
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Nevs

A

tivate device admunistrator? ‘ Google Service Framework

¢ ] Google Service Framew

- uargaya lu
Do you want to install this apphication? It i@ Google Service Framework Hamilj‘imqaﬁng«i“

will get access to

e
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New Landscape - New Challenges

Last 10 years, see the growth of encrypted traffics (by service providers and

malware) More malwares are using PDF as a container

Internet of Things is coming to your organization
® Things are about you as a consumer and sensors
®  Compute Power (Cloud)

®* Network Connectivity (Internet, LTE, WIFI)

®  Proximity Communication (NFC, Bluetooth)

Implication

® Hard to define your enterprise network perimeter

®  Patch managementis impossible (things use too
many Oses and Apps)

®  Goal of Security shifts from damage containment
to minimize adverse impact

® Require timely detection and response




The Inconvenient Truth

J
\! “:—: Protection is Ideal
But

Detection is a Must

— o
L

If you have not detected an
attack/compromise in the last 6
month, it is not because it is not

happening — it is because you are
not looking in the right areas




Approaches to cope with Cyber Threats

> Encourage public and private organizations to have security and privacy

policies that are in line with international standards and best practices

> Raise awareness to
ensure that
individuals are
equipped with
sufficient knowledge
and skills to protect
themselves against

cyber attacks.

Securityand
Privacy

policy

Awareness

CERTs and Incident
handling flow

> Bring together CERTs to
create the incident
handling flow, allows
cybersecurity incident to

be handle effectively.



Ine@se : Thailand Computer Emergency Response Team

@ ThalCERT “to improve the nation’s cybersecurity”

Thailand Computer Emergency Respon
a member of ETDA

1) 24x7 operations center

2) Worldwide Collaboration &

Coordination

3) gnseaun1sUnUas Critical

Information Infrastructure

Incicent Stats

A1981991UUSNS LTS

nsuehseladuanauleuasiussuy
ATAUNANIAST

MIIRTIAEAnAINYRIlNeLTn
3¥UU Cyberthreat Information Sharing

INUTULATABY, WSLUAIUNTN YAAINT

AU uUAIUaRA N 8 laluDs

A15@519 awareness 914 online-offline



PN
TF- T . 1
\W Trtstgg !rl}troducer Accredited CSIRT @ IhglgwEmRT

a member of ETDA

ThaiCERT Accredited

Thailand Computer Emergency Response Team since 01 Oct 2015

Fields describing the team

Team Details

Official Name Short Name Country

Thailand Computer Emergency ThalCERT == Thailand

Response Team

Established Host Organisation IAPWGI T Mi ft
01 Oct 2000 ETDA (Electronic Transactions TR ; ” O ICroso

the Ministry of Information and

Development Agency), a public :
organization under supervision by GO ugle J ,s‘@‘*f e

Communication Technology

- N
Constituency i H: l ......
Constituency Type Country of Constituency . .
Government, National Thailand Coordinate with >370 CERTs
ASNs, Domains, IP ranges Description

*th- All of Thailand (.th)



N39UNITUINNTAIANTS Cybersecurity Laslunaun1siuiianyAnAy

NIST Cyber Security Framework

Identify

o

Asset Management J

Business
Environment

Risk Assessment

=

Risk Management
Strategy
- ~4

Protect

Access Control

Awareness and
Training

Data Security
Info Protection

Processes and
Procedures

A
Maintenance !

Protective

Technology

Detect Recover

Anomalies and

Events Recovery Planning

o’

Security Continuous
Monitoring

Communications
——_-_— A A AR

o

= = o
"y i i €

Detection Processes

L%

e
b

el

Containment,
Eradication,
and Recovery /

Detection
and Analysis

Post-Incident
Activity

Preparation

*Similar framework can be found in ISO/IEC 27000s, ISACA IT Governance, SANS Critical Controlsand
other international standards



Junauliun lun1ssulianeaAnaiy Incident Response ETDA

www . atoa.or.th

Threat ] Information from the A
Informed threat tracking system of 2. Threat Watch =
el CERT
—_ = % ThaiCERT
remamey ‘\/_ v
Technical incident response \ 3. Analyze and
\ Handle
% ThaiCERT

: Analysis Report ® ThaiCERT

Can't investigate or

Give advice

not in working area High impact

5. Executive Report
of ThaiCERT :

 ThalCERT

9. Expert Opinion Genevalcase
i Threat to
6. Notification 2gendy
involved such
25 the owner
10. Record and Feedback
of system, ISP,
Not yet solved
CERTs
[
Record —can’t investigate et \_/

or not in working area of Solved

ThaiCERT

C Finish the process \‘ 8. Record and Feedback

Result




Incident Handling: Phishing website/ Fake App takedown

Thailard Computer Emergency Responss Tesm
a member of ETDA

. ISP
@ Th a.ICERT Trusted Network y = ?

Receive a takedown request

& APCERT

.!"; & Pacific Computer Emergency Response Team

adaware Global Networks of > 300 CSIRT orgs

2 hrs I
Notify Safe Browsing providers ! 6 hrs

Coordinate with CERTs, ISPs and IP owners for phishing/fake app take-down

In 2013, ThaiCERT took down 694 phishing websites

with the takedown time (average 31:23 hours, median 9:48 hours)*

*Global Phishing Survey: Trends and Domain Name Use 2H2013

Proprietary and Confidential ETDA

NNSS)
www.etda.or.th



Artifact Handling: Digital Forensics & Malware Analysis

- Analyzes digital evidences to uncover fraud and

data-stealing malware activities.

Computer & media Forensic - Provides assistance on case filing to LEA to prepare

the court admissible digital evidences.
Clean Room

€ Mobile
Forensic
Malware
— ~
=} @ Analysis

AQ
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SECTOR-BASED CERT wenauiuilasuanaluives

Internal & External

-

Sector-Based CERT & ThaiCERT

amember of ETDA

o National CERT
AUFUNUS NUBLIE U8l AMUFUNUSNURUIY UAEUDN
- U9 CERT antidunisaglavauivauas - waunue POC Tumsussausu
Wy U18NANEUTUITVBINUIUY \ LﬁuquefnmwmmmanLﬂﬁauﬁagaﬁ’aqnmu
- Tdusmsuasuanwdeudeyasioananuiy Fudiuaznie nudunisineanuiung
nuenuMeldvaunaliunig Uaananalauas luseaudssind (National
(Constituents) CERT)

Ref: Basic set of good practice on how to successfully run a Computer Security and Incident Response team (CSIRT), ENISA



Fausullanuanauleiuas

Objectives:
®* Create cybersecurity awareness within the banking sector in Thailand
® Practice incident handling coordination between the banks and CERTs

® Assess advanced technical skills such as malware analysis

Malware AnalysiS g

YON

“To enhance the communication and

participating teams’ incident response

capabilities and cooperation between

teams”
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INDUITULATHDUYAAINTAIUANSIUAIURDANE LY UDS

WanNgens nv;ﬂnaufmua-aaumaus‘;nu"twawmmmns‘g‘mmssus‘aounmnqmucmuuumﬂ‘manus*uum‘;aumﬁ
sanlszmdalng” asei 3 imsummaiun 20-23 uns1au W.@. 2558 au iaw Open Forum wag ETDA du 21 IMsLAaY Tuid
MINAT LATUR WTETWLAN (m.ovmnﬁmﬁmn Q) ‘iauumamuﬂumamuuwmusmfns VS 538 mAA amuun BAN JF0U
WENNA VEIENE AT LALSINATS SIUVaAY 58 Au ﬁomsaaumauiinu.uavmﬁusammumﬁmmfuummu 2 NRN Aa

iSEC-M (Information Security Expert Certification—-Management) : fifitnznquamnniuasta anfossuuassund (Fusns
N19) U 28 Au

iSEC-T (Information Security Expert Certification-Technical) : gjidienanggamnfuailaas fussuuassumd (fumaia)
U 30 au
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USER is the weakest link

weall Al noumanaen wIslalwanuuludia

v 1 < d' (Y} -1
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Make sure that your AWARENESS

PASSWORD

IS HARD TO GUESS
- at least 8 characters long
with mixed-case letters,
@ numbers and symbols

©
3 | Goo NOT REVEAL
YOUR PASSWORD
PASSWORD with anyone.

MUST BE CHANGED

at least every 3 months
for important systems,
and every 6 months

for others EEXXXE] DO NOT ENABLE
n THE'REMEMBER PASSWORD'’
option if prompted

%nm e DO NOT USE

qm SAME PASSWORD+or
- ORAIN WORK AND PERSONAL
- ACTIVITIES

DO NOT WRITE YOUR
PASSWORDS DOWN

and leave them lying around.

@ ThaiCERT ETDA @ICT




MOBILE MALWARE
AWARENESS

MALWARE

1 AN
@/’ S o\ \
"', ‘l J
VA
4 CYBERCRIMINAL @
Us

Ensure that all of your

SOFTWARE -
IS UP TO DATE N (#
) 7% /69

HACKER

Do use

> ANTI-VIRUS
ry SOFTWARE
n t
thern allleclaniv DONT

® ThaiCERT ETDA @iCT




HANK YOU

th

www.thafgert.-o

www.etda.or

.3

“

A
5
g
4
t
.



